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Initial eomtact Che ks with server for authentication

A server

Connects machine to network Passes appravalto NAS machine
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« /A (Agent)
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Initial contact

Server authorizes then

sends token 1o client

Client 2} A server
Token sent
e
Client pushes token tn NAS
maching; NAS connects
User to netwark
NAS machine
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|| Application|| E-Commerce|| Bandwidth || Roaming &|

| I

| AR || specific || Internet || Broker || mobile IP|
| mpplication| |object class||  Open | lcross-admin| | remote |
| service || interface || Trading || domain || access |
| Layer | Ispecified in|| Protocol || COPS Il RVE

| || CORBA IDL || (IOTP) || extensions|| lexicons |
| Il CORBR | IExtensible || Common || DIAMETER |
|Presentation|| Generic || Markup ||  Open I or |
| service || Inter-oRB || Language || Policy || RADIUS |
| Layer Il Protocol ||  (¥ML)  ||Specificatn||Attribute |
| Il (eIoR) || Il (Ccops)  ||value/Pair|

| RAAR-TSM Service Layer Application Program Interface (APT) |

| AAR Transaction/Session Management (ARA-TSM) Service Layer |

| Reliable Secure Transport Layer |
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« Radius
— Remote Access Dail-in User Service
- Wil HI#E
o SRR TEFEL S U518 AT AE
— K Client/Serverf&i 7
« 7/ENAS (Network Access Server) |-z f7 () ftClient
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Request AAA Server
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Response
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* RFC 2058/2138/2865
— “Remote Authentication Dial In User Service
(RADIUS)”
o TR, T ESEAR L8 M (Attribute)

+ RFC 2059/2139/2866

- “RADIUS Accounting”
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© BN

Server Client

User i 1]/ 44/ 1)

[user name, user

password (MD35), client

ID, port ID]

BRI E, MHEL
(ng) SAAMEAE

#Radius/ik % &

1. #hkClientR Z A #

2. 4o R AH, M huser
name &) # 48 & # 1%
AL

4o R LRAE—NFRA
#, 9@ F Access_Reject

Access_Reject % T 52 44 #
Text Message, Client<T sx
2R 7 User
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© BBUNEL R

Server Client

1. #ikClient& 5 4 % " 4
2. 4w B, 9 ruser User i (it i/ 44174
name &) # 48 & # 1% Access_Request [user name, user
£ / password (MD5), client
ID, port ID]
B g Bk & Access Chlenge | 75 et &, AMEA
ChallengeClient (i ANit (k) KA AEE
AARALA, A DHE Radiusii - 5
Clientst, & 7 @ 4)
Access_Challenge # T 5z
# % Text Message, :\Am‘:“ﬁ’?*ﬁ:ﬁﬁ
enteT s > 42 = ccess_Request, # 7% 3
ClientT 5234 % 44 & User Access_Request Access:Chgﬂengea@ ad
[New Request ID,
Accgss_Accept/Reject/Challenge response (44 %) ,
State Attribute (4o %
Challenged # #) ]

MYOMLIN NOILVOINNWWNODIT3L

ANV AD0TONHOFL ONIHOLIMS 40 AYOLVHOgVT1 A3 JLVIS

Radiustir$iH 2712

+ S(FFPAP
— Access Request (NAS—Radius Server)
« User-Name = PAPID
 User-Password = password
* Service-Type = Framed-User
« Framed-Protocol = PPP
— Access Accept/Reject ( Radius Server —~NAS)
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Y HFCHAP
~ NAS (Radius Client) — User

o NASEH— BB, %4 User
~ User—NAS (Radius Client)

« Useri[n|CHAP Response, CHAP ID,

CHAP username
— NAS (RadiusClient) —Radius Server
+ Access Request

User-Name = CHAP username

CHAP-Password = CHAP response

+CHAP ID

Challenge ( 4 >CHAP-

Challenge/s 4 21 /i Request

Rieeier i o

Atributes Service-Type = Framed-

User

Framed-Protocol = PPP
— Radius Server —~ NAS (Radius Client)
« i User-Name¥ $ password

HfChall >l password fICHAP 1D WANCHIT R
OB

o AR £5 5L 5 CHAP- s
Passwordii 17t
Access-Accept/Access-Reg ect.
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Server Client

Accouting_Reg

‘mf: % &4 (Start)
\

ot

Accouting_Reg

Accouting_Response i % & % (Stop)
\.

MYOMLIN NOILVOINNWWNODIT3L

ANV AD0TONHOFL ONIHOLIMS 40 AYOLVHOgVT1 A3 JLVIS

Radiushrisl

Why UDP?
- R

+ NASHIRADIUSH: 2% 2 LB &L | A Kty

Y, JFHl 052 2 R UL 1Ll B 2

— WA EALTTCPAHT A TAL B . BEBEA 0 BT RN AR A4
IR IR), I T T A it i A R S

)

~ UDPfii k. T 15 #3511

— BRI S
+ TCPJ L AUR I I 5 A REHEAT KU A 4 )

— TEAEI P BRI ORTOL DS .

Radius

UDP TCP




MYOMLIN NOILVOINNWWNODIT3L

ANV AD0TONHOFL ONIHOLIMS 40 AHOLVHOgVT1 A3 JLVIS

Radiustii¥l GHEHER)

+ Code
— 1: Access-Request
— 2: Access-Accept
— 3: Access-Reject
— 4: Accounting-Request
— 5: Accounting-Response
— 11: Access-Challenge
— 12: Status-Server (experimental)
— 13: Status-Client (experimental)
— 255:Reserved

Code I Identifier Length

Authenticator

Altribute
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* ldentifier
— JITICRCH RGN, BiATAttribute S0 BRI 1744
W A AW AR AL, 1T 7 T A% I RAF AN
 Aduthenticator (16 F11)
— JITHAUERADIUS IR 45 25 A4 [nl ke (K3 K, [FT I I T i
A L
* Request Authenticator
— 16 FTHIBIHLAD
+ Response Authenticator
— XiCode. Identifier, RequaA!uherticaor . Length. Attribute filt

S PIEATMDS SRS A

Code | Identifier Length

Authenticator

Altribute
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« Attributes s % 0 s % ;

1: Access_Request [ « # 5| 4a & & 4 3 ¢y Responseft] & ¥
‘ Code Identifier ‘ Length
[
Request Authenticator
& /‘kﬁl“& %
‘ Attribute
2: Access_Accept H « # N 4a & Request gyidentifier

‘ Code | dentifier ‘ Lengih

I
Response Authenticator
« d1Request Authenticator ¢ ¢ {2 8.+ % /% &

Altribute

RFC 2865: Remote Authentication Dial In User Service (RADIUS)
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3: Access_Reject « # 0 4a & Request ¢identifier

‘ Code | Identifier ‘ Length

I
Response Authenticator
« & Request Authenticator ¢ ¢ 4 8.+ % /% &

T

‘ Altribute

‘ 11: Access_Challenge || * # 1 4a & Request ¢identifier
‘ Code | Identifier ‘ Length
I

Response Authenticator

« d1Request Authenticator ¢ ¢ {2 8.+ % /% &

Altribute

RFC 2865: Remote Authentication Dial In User Service (RADIUS)
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« Attributes s % 0 s % ;
< W F) 48 & 9 A # 69Responsest] sk F
Identifier Length

4: Accouting_Request
‘ Code
I
Request Authenticator
* 4 Request ¥ i ¢ #8 H 6945 At L5 &

Altribute

5: Accouting_Response H # 0 4a & Request identifier

‘ Code | dentifier ‘ Lengih

I
Response Authenticator
« &1 Request Authenticator ¢ ¢ {2 8.4+ % /% &

‘ Altribute

RFC 2866: RADIUS Accounting
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+ Attribute o :

2
012345678901234567850

c/e e T e

1 User-Name 23 Framed-I PX-Network 192-223 experimental use

2 User-Password 24 Sae 224-240 reserved for implementation-
3 CHAP-Password specific use.

4 NASIP-Address 241-255 reserved

5 NASPort 7

6 Service-Type 28 Idle-Timeout

7 Fri d- | 29  Ten

8  Fr - dd 30 Called d - text

9 Framed sk 31 call d *string

10  Framed-Routing 32 NASIdentifier « address
11 Filterd 33 Proxy-Sate «integer
12 Framed-MTU 34 Login-LAT-Service «time

13  Framed-Compression 35 Login-LAT-Node

14 Login-IP-Host 36  Login-LAT-Group

15  Login-Service 37  Framed-AppleTalk-Link

16 Login-TCP-Port 38 Framed-AppleTalk-Network

17 (unassigned) 39 Framed-AppleTalk-Zone Code ‘ Identifier Length
18 Reply-Message 4059 (reserved for accounting)

19 Callback-Number 60 CHAP-Challenge P
20 Callback-d 61 NASFort-Type

21 (unassigned) 62 Port-Limit

22 Framed-Route 63  Login-LAT-Port Attibute

RFC 2865: Remote Authentication Dial In User Service (RADIUS)
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« Attribute. Type = 26
— Vender-Specific

0 1 z 3
012345676880123456789012345678301

1 Type Length 1 Vendor-Td

Vendor-Id [zont) | string...

0 1 2 3
01234567890123456789012345678901

| Type | Length 1 Vendor-Id

Attribute 26 & 52 #,Radius<T #*
ARt ETFOIA

RFC 2865: Remote Authentication Dial In User Service (RADIUS)
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« Attribute
— 40  Acct-Status-Type
— 41 Acct-Delay-Time
— 42 Acct-Input-Octets
- 43 Acct-Output-Octets
— 44 Acct-Session-Id
— 45  Acct-Authentic
— 46  Acct-Session-Time
— 47 Acct-Input-Packets
— 48  Acct-Output-Packets
— 49  Acct-Terminae-Cause
- 50 Acct-Multi-Session-Id
— 51  Acct-Link-Count

RFC 2866: RADIUS Accounting
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o 1 H 3
01234567890123456789012345678901

| Type 1 Length | Value

Value (eont) |

- Type
- 40
« Length
- 6
« Vaue
- 1 Sart
- 2 Stop
- 3 InterimUpdate
— 7 Accounting-On

— 8  Accounting-Off
— 9-14 Reserved for Tunnel Accounting
— 15 Reserved for Failed

RFC 2866: RADIUS Accounting
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na| | Radiushr¥ GEEHR)
o4
=m
§ r7r<| Request  Aceept  Reject  Challenge  # Attribute
Z< 0-1 0-1 0 0 1 User-Name
or 0-1 i} i} o 2 User-Password [Note 1]
52 0-1 0 0 0 3 CHAP-Password [Note 1]
68 o-1 0 0 0 4 NAS-IP-Address [Note Z]
=3 0-1 0 0 0 5  MhS-Port
>3 0-1 0-1 0 0 §  Service-Type
mo 0-1 0-1 0 0 7  Framed-Protocol
22 0-1 0-1 0 0 5 Fremed-IP-hddress
g 0-1 0-1 0 0 9 Framed-IP-Netmask
23 0 0-1 0 0 10  Framed-Routing
~ 2} o+ o 2} 11 Filter-Id
2 0-1 0-1 0 0 12 Framed-MTU
3 0+ o+ i} o 13 Framed-Compression
2 0+ o0+ 0 0 14  Login-IP-Host
Zz o 0-1 o o 15 Login-Service
@ o 0-1 i} o 16  Login-TCE-Port
=l 2} o+ o+ 0+ 18  Reply-Message
Q 0-1 0-1 0 0 19 Callback-Nunber
Z 0 0-1 0 0 20 Callback-Id
Qo 0 0+ o 0 22 Framed-Route
8 0 This atribute NUST NOT be present in packet.
< 0+  Zero or more instances of this atcribute MAY be present in packet.
> 0-1  Zero or one instance of this actribute NAY be present in packet.
z 1 Exactly one instance of this attribute MUST be present in packet.
O | rrooss In Ussr Sevice (RADIUS
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1 Vi 153
Reguest Accept Reject Challenge # Attribute

o-1 o o 23 Framed-IPE-Network
o0-: 0-1 o 0-1 24 Srate [Note 1]
a o+ o o 25 Class
0-1 o o o 30 Called-Station-Id
0-1 o o o 31 Calling-Station-Id
0-1 o o o 32 Ni3-Identifier [Note 2]
o+ o+ o+ 0+ 33 Proxy-State
o-1 0-1 o o 34 Login-LAT-Service
o o-1 o o 39 Framed-AppleTalk-Zone
0-1 o o o 0 CHAP-Challenge
0-1 o o o 61 NAS-Port-Type
0-1 o-1 o o 62 Port-Limit
o-1 0-1 o o 63 Login-LAT-Forc
Regquest Accept Reject Challenge # arcribute

In User Savice (RADIUS)
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- #  Atrribue
© 01 User-Name

. 0 User-Pasword

+ 0 CHAP-Password

- 01 LoginService
- 01 LognTCP-Port

. #  Atftribute
« 01 Called-Sationld Accouting_Request
01 cal "

- | Accounting_Response ¥ %,

- 01 NASIP-Address[Note1] .

- 01 NASPort . E i

[ oL NasPn © | & # % Attribute
- 01 Framed-Protocol © 01 LognlAT-Growp

- 01 FramedIP-Address + 01 Framed-AppleTak-Link

- 01 FramecP-Netmask + 01 Framed-AppleTak-Network
. 01 Framed-Routing + 01 Framed-AppleTak-Zone

- 0+ Filterld ¢ 1 ActSausType

- 01 Framed-MTU © 01 Acct-Delay-Time

- 0+ Framed-Compression © 01 Acctinpu-Octets

. 0+ LoginiP-Host © 01 Acct-Output-Octets

© 1 Acct-Sessonld

- 0 Reply-Message © 01 Acct-Session-Time

- 01 Callback-Number © 01 AcctInput-Packets

- 01 Callback-ld © 01 Acct-Output-Packets

- O+ FramedRoute © 01 Acct-Terminate-Cause

- 01 Framed-IPX-Network © O+ Acct-Multi-Session-ld

- 0 Sae © 0+ AcctLink-Count

- 0+ Class © 0 CHAPChallenge

- O+ Vendor-Specific © 01 NASPot-Type

- 01 Session-Timeout © 01 Port-Limit

- 01 Ide-Timeout © 01 LognlLAT-Port

- 01 Termination-Action
O This actribute HUST NOT be present
0+ Zero or more instances of this attribute HAY be present.
0-1  Zero or one instance of this attribute NAY be present.

REC 2866: RADIUS Accauniing 1 Exactly ome instance of chis attribute MUST be present.
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