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Apstract

This docuwent describes the Jtream Control Transmission Protocol
(SCTP) . SCTP is designed to transport PSTN signaling nessages over
Ip netuorks, but is capable of brosder applied povessimre

SCTP is a reliable transpo operating on top of a

onnectionless packet ng as IP. It offers the following
PR TR = veere: | MUNAE

-- acknowledged error-free nom-duplicated transfer of user data,

-- gata fragmentation to conform to discovered path NTU size,

-- sequenced delivery of user messages within multiple streams,
with an option for order-of-arrival delivery of individual user
messages,

-- opticnal bundling of wultiple user wessages into a single SCTP
packet, and

-- network-level fault tolerance through supporting of multi-
homing at either or both ends of an association.

o

- Areliabletransport protocol operating on top of a potentially
unreliable connectionless packet service such as 1P
— TSR
— (EARTTSEREIE BN o AU IR e 1P) 2 bt

[z

CP DP | SCTP

1Pv4/IPv6
FopeEsRE

SCTP @3

« Acknowledged error-free non-duplicated transfer of user data
- TRk
- KELHR %
» Data fragmentation to conform to discovered path MTU size,
- KRR
» Sequenced delivery of user messages within multiple streams,
with an option for order-of-arrival delivery of individual user messages,
- f1 L%
~ %% (Multi-Stream) 5
— IET HREOR R P B EBNE K %
« Optional bundling of multiple user messages into asingle SCTP
packet,
- T P EYEE
«  Network-level fault tolerance through supporting of multi-homing at
either or both ends of an association.
~ %% (Multi-Homing) 5t
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At 4ASCTP

SR — P B I AR IR AR
PR RISHIRF, EREXE

Aft4ASCTP

Services/Features SCTP TCP UDP
Full-duplex data transmission yes yes yes
Connection-oriented yes yes na
Reliable data transfer yes yes no
Partially reliable data transfer optional no no
Ordered data delivery yes yes no
Unorderad data dalivery yes no yes
Flow and congestion control yes yes no
Explicit congestion notification support yes yes no
Selective acks yes optional na
Preservation of message boundaries yes no yes
Path maximum transmission unit discovery — yes yes na
Application data fragmentation/bundling yes yes no
Multistreaming yes no no
Multihoming yes no no
Protaction against SYN flooding attack yes no nfa

Half-closed connections no yes n/a
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SCTP Terminology

+ Chunk
~ SCTP/Hl (Packet) Hif)—ANHioG
— A%
« LI (achunk header)
« P47 (churk-specific content)
+ Stream
— il ANSCTP ) 55— AN AL [ 3 i
 Transmission Sequence Number (TSN)
— 32-bit Sequence Number
~ SCTPZH41 F ChunkifbRis
— HChunkf§1#
* Stream Sequence Number (SSN)
— 16-bit Sequence Number
— Stream(fIFRiN
— 41SCTPZ 414547

SCTP Terminology

SCTP Association
— IR SCTP 15 (endpoint) 2 [A] {155 %
o LU R R
- Wi/NSCTPi 4 2 I il Iit H fig 45— MAssociation

Path

— SCTP/34 thAssociationff] — iy siAL K2R 53—

R R
Primary Path
— BRiAPath




SCTP Terminology
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multiple interfices

ulti
Application - :p,li‘s'l'@?f}i_h Application
e - ‘n“‘--h‘_\_
A sl
< SCTP Association e
SCTP N OB O O W mm m 5CTP
IP Network |
P i 1P
T T
: i
IF Network 2

Association

10.0

Primary Path

Retransmission Path

2.2:888

Association

1.1:999 10.0

Primary Path

2.2:888

Retransmission Path




SCTP Terminology

+ SCTP Packets

32 Bit
Source Port ‘ Destination Port
scTP
Verification Tag Common
Header
Checksum
Type ‘ Flags ‘ Length
Chunk 1
User Data
3
Type | Flags | Length
Chunk N
User Data

SCTP Terminology

ID Value  Chunk Type SCTP Chunks Data Chunk

- Payload Date [DATA}

= Initiation (INIT)
- Initiation Acknowledgement (INIT ACK) CoraliChunk

o
T

z

3 - Selective Acknovledgement [SACK)

4 - Heartheat Regquest (HEARTBEAT)

5 - Heartbeat Acknowledgement [HEARTBEAT ACK)

3 - ADOrt (ABORT)

d - Shutdown (SHUTDOWN)

8 - Shutdown Acknovledgement (SHUTDOWN ACK)

] - Operation Error (ERROR)

10 - State Cookie [COOKIE ECHO)

11 - Cookie Asknowledgement (COOKIE ACE)

12 - Reserved for Explicit Congestion Notification Echo (ECNE)
13 - Reserved for Congestion Window Reduced (CWR)
12 - Shutdown Complete (SHUTDOUN COMPLETE)

¥ o & = reserved by IETF

63 - IETF-defined Chunk Extensions

64 to 126 - reserved by TETF

127 - IETF-defined Chunk Extensions

128 to 190 - reserved by IETF

191 - IETF-defined Chunk Extensions

192 to 254 - reserved by IETF
255 - IETF-defined Chunk Extensions IETFHE

Jh e &k

BEIJINI ERSITY OF
POSTS A

TELECOMMUNICATIONS

SCTP# #

* 4-Way Handshake
* Multi-Stream
* Multi-Homing

10



4-Way Handshake @é

Client server ¢ INIT
— Number of streams
L — Available interfaces
INIT-ACK * INIT-ACK
| — Number of streams
— Auvailable interfaces
w’ — Generate TCB (Transmission Control
Block)
COOKIE-ACK — Generate Cookie (MD5 or SHA1)
.— |+ COOKIE-ECHO
— Return Cookie to server
+ COOKIE-ACK
— Verify Cookie

— Allocate resources

4-Way Handshake

Client Server

‘ K AR

SCTP TCP

ONIHOLIA

Multi-Streaming @é

o SCTP #{E4Nassociation i 1 £ /> Stream
- {EAssociationfE (K3 P 2 A T Multi-Streaming 1) 7
o fEPBASKAHIE N )

— 7/ Stream Py 1 43 41 K% AT LAAT 11

— % Stream|f1 53 4L 1) BEAT TR

3 2 1 fExF1AStream B R
ghi def || abc R3A 44
SFRLER

3 2
Stream 0 Xt Streamly
—

. - oL
P et AR T
“TH =0 J e ifStream I-
Stream n fleik
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M ulti-Homing é@;@

+ #l37 Association CEELIPHYL)
— SCTPZ ™ ili 1] 2 /M PHhk:
o L7 USRS 45 2 AssociationIf, T INIT
Chunkel H BT 7 1171 PH I &1 IR 25 95 3 +
— SCTPiRSs % s fi FH 24N 1PHiuhk:
« SRS B [0 5 % 7 5 (INIT Chunkit 4 /EINIT-ACK
rpR BT R PHAE ;
* SCTPIi &t 14N 55 2 i (K PH B T LA T
— SCTPEEZ #5IPvalthit:, B2 5 IPveiuii:
- EQ;IShQTP%&'WU%@/PXﬁh‘&E’JIPimhkiiM”F?a*/P“&

« {¥Associationf VK A Hig PR AN Primary Path”
— WRAEINITH AT WG ﬂHﬁF’*‘{" | PH Ik 8 2 77

INIT-ACK b A7 BIaff i B IR 5% Asii K | PHBYE, - DU
HAAE P2 KI5 H hEE > SCT P & (1 PHb b

M ulti-Homing @;?

+ Path Monitoring

— SCTPS451 ¥4 s ¥ Association T fi T A« & 3%
Path”

— W REPathi A 9 T4 (Data
Chunk) , W] LL7E thPath - % %
HEARTBEAT chunks, i I L
HEARTBEAT-ACK chunkfi 3 ;

— Pathf5 PRIk activelinactive.

— WIRHEARTBEAT & A #t M M. B2 £ s A%
TEB— 2 KRB, ASufyufy ST Ry v 21 AN
wiE, JHZ kb Association

M ulti-Homing @;?

» Path Sdlection
— BN SCT PG AN %o g (1) | PHEE 33 1 Sl —
AR i%kPath”
* fEAssociationf 37 I M g R —ANE R “Primary
Path”

— fETEAERY, — IR 5 —4cActivelt Path;

— MPathff PR AR ZE I, SCTPHI /K53 513
515

— SCTPHI /' /] LA 3 i IPath R 25

— SCTPHI /' T LA 8l 22 sk i A Primary Path
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SCTPRI*

|y

SCTPR g —SCTP
SCTP—SCTPHR £
se 3
SCTPEEB#O )
« SCTPH/*—SCTP
— Initialize — Request HeartBeat
_ Associate — Get SRTT Report (Smoothed
Shutd Round-Trip Time)
~ Shutdown — Set Failure Threshold
— Abort — Set Protocol Parameters
- Send — Receive unsent message
— Set Primary — Receive unacknowledged
. message
- Receive — Destroy SCTP instance
— Status
— Change Heartbeat
se 3
SCTPEEB#O )

+ SCTP—SCTPHI/™
— DATA ARRIVE natification
— SEND FAILURE notification
— NETWORK STATUS CHANGE notification
— COMMUNICATION UP natification
— COMMUNICATION LOST natification
— COMMUNICATION ERROR natification
— RESTART natification
— SHUTDOWN COMPLETE notification

13



NIH

AD0 TONHOFL

an

AD0 TONHOL

an

SCTP# & 4

*SCTP Associationst £
—4-Way Handshake

*SCTP&#& #

*SCTP Association £ @)
—3-Way Handshake

SCTPiH RifE

« SCTP Associationd v7.

Client sever  * INIT
— Number of streams
——INIT — Available interfaces
i * INIT-ACK
INIT-ACK — Number of streams
— | — Avalable interfaces
COOKIE-ECHO — Generate TCB (Transmission Control
[ Block)
— Generate Cookie (MD5 or SHA1)
coonERK + COOKIE-ECHO
— Return Cookie to server
+ COOKIE-ACK
— Verify Cookie
— Allocate resources
e
SCTP BiiE »

o SCTPH#E A #

SCTP Association  SCTP Association

Endpoint A

DATA

SACK

Endpoint B

* TCPvs SCTP
- TCP
o RIS AT
— SO
T T RR

i

- SCTP
o RIS AT
— APy RIE S T A

SACK: Selective ACK nowledgement

14
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+ SCTP Association % [4]

SCTP Association  SCTP Association
Endpoint A Endpoint B

SHUTDOWN

SHUTDOWN ACK

SHUTDOWN COMPLETE

3-Way Handshake

1

Ui ABERK
SHUTDOWN J5t i

SURIEBA AL

11“SHUTDOWN”

i
Sy mA T AT A 56 PR B30 BIE 55

AL ASHUTDOWN SENT:R

1 #]“SHUTDOWN”
ASHUTDOWN RECEIVE#k A

AR L0 I A
SURIEBAS h e e
Sy 1B T AT A S Bl i S

B i “SHUTDOWN ACK”

I AR H“SHUTDOWN

MPLETE”, 5¢J&Associationit]
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